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- OS version: CentOS Linux release 7.5.1804 (Core)
- Apache HTTP version : httpd-2.4.35
Download : https://httpd.apache.org/download.cgi#apache24

- modsecurity version : modsecurity-2.9.2

Download : https://www.modsecurity.org/download.html

APACHECON

Essentials

+ Downloag!
« About

ense

+ Seturity Reports

Source Repositories

+ General Information

{ APACHE &\

HTTP SERVER PROJECT

Downloading the Apache HTTP Server

Use the links below to download the Apache HTTP Server from one of our mirrors. You must verif
flles using signature: from our main distribution directory

Only current recommended releases are available on the main distribution site and its mirrers. Historical releases, including the 1.3,
2.0 and 2.2 families of releases, are available from the archive download site

Apache httpd for Microsoft Windows is available from a number of third party vendors.

Stable Release - Latest Version:

= 2435

the Win32 distribution, please read these important notes

« Trunk

Documentation

« Version 2.4

Get Involved

« Mailing Lists

0 Rej
« Developerinfo
+ User Support

Subprojects

Ifyou are

The currently selected miror is http:/apache.mirror.cdnetworks.com/. If you encounter a problem with this mirrer, please select
another mirror. If all mirrors are failing. there are backup mirrors (at the end of the mirrors list) that should be available.

Other mirrors{ hitp:/iapache.mirror.cdnetworks com/
of mirrors.

v [ Change

You may also consult the complete i

Apache HTTP Server 2.4.35 (httpd):

The Apache HTTP Server Project is pleased to announce the release of version 2.4.35 of the Apache HTTP Server ("Apache” and
"httpd"). This version of Apache is our latest GA release of the new generation 2.4.x branch of Apache HTTPD and represents fiteen
years of innovation by the project, and is recommended over all previous releases!

For details, see the Official Announcement and the CHANGES 2 4 and CHANGES 2 4 35 lists

- Source: hi 5 tarbzd [ PGP | [ SHA2

- Source: hi argz [ PGP [ SHA!

= Binaries

= Qeriitv and official natrhes

ModSecurlty

>pen Source Web Application Fire

P Cop——

Developers

ModSecurity is an open source, cross-platform web application firewall (WAF)
module. Known as the "Swiss Army Knife" of WAFs, it enables web application
defenders to gain visibility into HTTP(S) traffic and provides a power rufes
language and API to implement advanced protections.

Pre-Packaged, Binary Installation

Aptitude) to install it from your default O Repository.

Installation - Ubuntu/Debian

$ sudo apt-get install |ibapache2-mod-security
$ sudo a2enmod mod-security
$ sudo /etc/ init.d/apache? force-reload

Installation - Fedora/CentOS

$ sudo vum install mod_security
$ sudo /etc/init.d/htted restart

[[Source Binsres

Get Rules

Free / Commercial

ModSecurity Stable (v2.9.2)
Apache/Nginx: download (sha256)
W6 320 (shadcs) | 6o (shazity

The easiest method of installing MedSecurity is to use your existing OS Package Manager application (Yum or Community Repositories

+ RHEL/CentOS Yum Repository.
Jason Litkz)
ebian (Alberto Gonzalez

indows (Guenter
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1.

Apache HTTP &X%|

2 B2

- Apache BX| ZZ : /app/web/apache24

2. Apache install

- CH2ZE 2t2 Apache IO HZO0| A OF2fo| B Of(cli) A
# tar xvf httpd-2.4.35.tar.gz
# cd httpd-2.4.35/
# ./configure --prefix=/app/web/apache24 --with-mpm=worker --enable-mods-shared=all
# make && make install
# cd /app/web/apache24/bin
# ./apachect| —t

oS nipa aaswegzax
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3. Apache HTTP 7|5 Y &
# vi ../conf/httpd.conf
- ServerName {hostname} & =
# ./apachectl start
# ps -ef | grep httpd
# curl 127.0.0.1

[rootﬁcentca bln]#
[root@centos binl# ps
root 16420 1 @ 14:08

daemon 16421 104206 0 14:08 ?
daemon 16422 10420 0 14:08 ?
16423 16420 6 14:08 7
16506

daemon

root

./apachectl start
-ef | grep httpd

2932 0 14:08 pts/0

go:
ga:
ga:
Bo:
go:

Bo:
Qo :
Qo :
Bo:
Bo:

Japp/web/apache24/binys
Japp/web/apache24/binys
Japp/web/apache24/binys
/app/web/apache24/biny

Mozilla Firefox = o x
{http://127.0.0.1/ x|+
€ © 127001 c 2 4B\ » =
It works!

¢ start
. start
¢ start
¢ start

grep --color=auto

[root@centos binl# netstat -anp | grep httpd

tcpé 8 B :::80

[root@centos bain]# curl 127

htm]::bndvzzhl It wana'-,hi--,bndu--,htm1-

LISTEN le420/

nipa aaswegzax
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«  ModSecurity %X|(1/6)

1. 2= X
- 22 E 2h2 O 285 off A|
# tar xvf modsecurity-2.9.2.tar.gz
# cd modsecurity-2.9.2
# ./configure --with-apxs=/app/web/apache24/bin/apxs
# make && make install
# cp modsecurity.conf-recommended /app/web/apache24/conf/modsecurity.conf

# cp unicode.mapping /app/web/apache24/conf/

2. Apache module 29!

# cd /app/web/apache24/modules
# Is -lart

N SEHEOf| "ModSecurity2.50” solt FI7H2 M4 2ol

4

B0 -
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«  ModSecurity 4%|(2/6)

3. httpd.conf Of 3T 2& =7}
# vi /app/web/apache24/conf/httpd.conf

LoadModule security2_module modules/ModSecurity2.so
LoadModule unique_id_module modules/mod_unique_id.so

S LO|

ok

NE =l
# ./apqchectl -M | grep security > module (shared)
security2_module (shared) [root@centos bin]#

4. EM CIRZC 9 M

41 280 HES| EA LIREE
https://github.com/SpiderLabs/owasp-modsecurity-crs/releases

- 229 M CIR2EZE (OWASP= X|ASHO| YO E2|AH 0| EOotS X&S
[e)

|
FEE AN

Rule Set (CRS) ZZHMEE FIglistd IO, OWASP TOP10= =&

—

[rnntﬂcentna bln]# ./apachectl -M | grep security

7] ?/8i Modsecurity Core

—
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«  ModSecurity 4%|(3/6)

42 CH22E ot 2= of M| o0l
# unzip owasp-modsecurity-crs-2.2.9.zip
# mv owasp-modsecurity-crs-2.2.9 modsecurity-crs
# mv modsecurity-crs /app/web/apache24/conf/
# cd /app/web/apache24/conf/modsecurity-crs

AL T
(S BYOIS ABHORLE W S8 DR IUS BIoHY| U ANl BHEX| FA 9| HBh

# cp modsecurity_crs_10_setup.conf.example modsecurity_crs_10_setup.conf
# for fin s base_rules/ ; do In — /app/web/apache24/conf/modsecuritycrs/ase rules/$factivated_rules/$f ; done
# In -s /app/web/apache24/conf/modsecunty-crs/modsecurtty ars 10 setup.conf activated_rules/modsecurty_ars_10_setup.conf

nipa aaswegzax
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# vi modsecurity_crs_10_setup.conf
orziel &M =7t

SecRuleEngine On
SecAuditEngine On

SecAuditLog /app/web/apache24/logs/modsec_audit.log
SecAuditLogParts ABCFHZ #

SecRuleEngine On
SecDataDir /tmp SecAuditEngine On

SechuditLog /fapp/web/apache24/logs/modsec_audit.log

SecAuditLogParts ABCFHZ
SecDataDir /tmp

ofeiel &M =78
e

SecDefaultAction "phase:1,deny,log"
SecDefaultAction "phase:2,deny,log” m
#?ecnefaultnctian “phaﬁe:},deny,lag“

AF Lo #SecDefaultAction "phase:2,deny,log"
SecDefaultAction "phase:1,deny,log,auditlog” EESEETELISSULRIEEEES BEELIERERL R LY
SecDefaultAction "phase:2,deny,|og,auditlog" SecDefaultAction "phase:2,deny,log,auditlog”

(B2 13 - nipa saswew=ai;
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ModSecurity 4 X|(5/6)
# vi /app/web/apache24/conf/httpd.conf
o Of2H 2 E 0 27}
Include conf/modsecurity-crs/activated_rules/*.conf
# cd /app/web/apache24/bin
# ./apachect| —t

[root@centos confl# cd ../bin
[root@centos binl# ./apachectl -t

Syntax 0K

[root@centos binl# |

M2|s

[root@centos bin]#
[root@centos binl#

root 30855
daemon 3856 3
ae 3057 3
daemon 3857 3
daemon 3858 3
root 3141 2
1

[root@centos binl#

]
]
]
e
]

./apachectl stop
./apachectl start
[root@centos binl# ps -ef | grep httpd

14:23

14:23
14:23 7
14:23

14:23

4 /app/web/apache24/biny
4 /app/web/apache24/biny
4 /app/web/apache24/biny
3 /app/web/apache24/biny
3 grep --color=auto

modsecurity

Open Source Web Application Firewall

.”

B4 -
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[root@centos logs]# pwd

/app/web/apache24/logs

[root@centos logsl# 1s

access_log error_log httpd.pid modsec audit.log
[root@centos logs]#

[root@centos logsl# cat modsec audit.log

--3debccl5-A--

[15/0ct/2018:14:34:44 +0900] WSQmOBejwlmDcjVfe29prgAAAES 102.165.56.101 60684 102.163.56.101 80
--3debccl5-B--

GET /f?g="==script=alert(l)</script= HTTP/1.1

User-Agent: curl/7.29.8

Host: 192.168.56.101

E :-::‘If:-c

HTTP/1.1 200 0K

Last-Modified: Mon, 11 Jun 268687 18:53:14 GMT
ETag: "2d-432a5eda73as0"

Accept-Ranges: bytes

Content-Length: 45

Content-Type: text/html

--3debccl5-H--

Stopwatch: 153952816841894032 2138 (- - -)

Stopwatch2: 15395816841894083 2138; combined=342, pl1=3408, p2=0, p3=0, p4=8, p5=2, sr=32, sw=8, 1=8, gc=0
Producer: ModSecurity for Apaches2.9.2 (http://www.modsecurity.org/); OWASP_CRS/2.2.9.

Server: Apache/2.4.35 (Unix)

Engine-Mode: "ENABLED"

[15/0ct/2018:14:35:00 +0988] WBQnBE71vmPgSwlDIpRPcAAAAIA 192 .162.56.101 606386 192.163.56.1081 20
--3debccl15-B--

GET /?g="==script=alert(l)</script= HTTP/1.1

User-Agent: curl/7.29.0

Host: 192.168.56.101

o :-c‘l.’:-c

nipa Fsweg=a;
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5.1 ModSecurity £27|5(1/2)
- e

«  ModSecurity2| 27|52 HTTPL| ZZAE AZO0|L
O] &%t SQL Injection / php injection

i=Ne)
o —
212 2M510| BHHE L YES 24}

|
W mo -

« 2H(request) ZHE 7|5

- S0 ERRH @ 20| S0 W, BAMH E= CHE 2530 M2[5h7] Mo ModSecurity 7+
28 UWE= 2430 EHE X2

- 22 &X 7E 7ls

F2o L2t0|HE 4517 ©o| izt AlA 2 345 KL, = /7 "W, " "%00" & 2
A8 AEZIS Y ML, Q1A SISl YRL C|RE &t

C@\Q i _17- nipa gasweig=aix;
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- 5.1 ModSecurity £27|s(2/2)

HTTP Z2EZ 0|d]

b

-
o
|

- TIO| HTTP Z2EES O[8)3}7| W20 MEH0| 0 HUsh LER
« POST H|O| 2 E(payload) &4
- GET 4| 8 OIL|Z} POST HIAEE ARSI TEEl= AHEE 7120 24 ks

. AR

oN

- POSTS Zets}ol ZE Q80| BE MMS HESTI| 53 242 9sjA 22
s =} =

- ModSecurityOf| Al XtEF 7|52 H|2Hd3}t A7l

- HTTPS EHEY

2
Ral
rlo

40

MO /IHICI= E[0] 7| 20| S22t oF 20| 27 H|O[H0| E 250 HTTPSE S &4

F

I

ME
m
on
[ot

- N B8 - nipa Fsweg=a;
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6.1 7|= 7|5 2% A X[AX}
741 0O

o
6.2 7|5 Hd A & oA
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ModSecurity.conf &M Hg|

ModSecurity 7| & 2-d2}(enable)

On : ModSecurity 7|5 243}
Off : ModSecurity 7| & H|2d3}
O

DetectionOnly : d3t&= o}

>

|2t

. SecRuleEngine On | Off | DetectionOnly

ApEHSHA] G2

SecAuditEngine On | Off | RelevantOnly
A 240 tiet 278 4

mo

On:2E EAUMN 27
Off : BE EBH M 2YBHK| Y
DetectionOnly : Error fE=, Warning 9|

JEe} EX[ots ERHET =2

E 2H Ml M

—_— = 71—

b

oot

B A2

12|10 SecAuditLogRelevantStatusOf|

s

X~ O|E| AI-EH

O—l1—- O

890 -

nipa FHsweg=a;
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o 51712 71 2% 2 2{A2H2/6)

3. SecAuditLog logs/modsec_audit.log
AL 2 oo 32 Fo

0ll) SecAuditLog /usr/local/apache2/logs/modsec_audit.log

4. SecAuditLogParts
21 0tgof 7|52 = Fe| ) SecAuditLogParts ABCFHZ

audit log header (2 =)

request header

request body(request body” ZXSF1 modsecurity”} request bodyE BARSHES MHE(0 Q= FR00ThH
2 JE, response header2| S7H(HX x| & Ot &)

response body &7t THAI(B X modsecurity?7} response bodyE ZHAISIH ZHALZ A QEI0] O] &
NEoHAE 2dEY A= dR0 T

Z|Z response header(OtX|2F AR X & 0O A OFIFX|Of 2|5 OfHH =7t &|= ZRL} AH
S A <2l)

1 nipa 3Hswaz=a;
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6.1 712 7|15 24 X A AAK3/6)
.

4

= MK response body (X X|& QtE)

» ZAFEDD E YD

= O] M2 CE UhMISt= &M, multipart/form-data Q2T 0| AFEEAS ME Hst ZE 2
cet &2 Hioly 7|5

= H3JFF, multipart/form-data Q12T & AIESt= oY FE2E0 Ot YEE =g Ijf 207 /S

» 270| & oln| (T4

5. SecAuditLogRelevantStatus REGEX
A 24| St 2 El response MEf TEO| ZF A
= OO0l Snads S0id

0ll) SecAuditLogRelevantStatus ~[45]

CB:S =i 2l -22- nipa Fsweigzax;
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.”

6. SecAuditLogType Serial | Concurrent ZHAt 224 7X9| EIQ MH
= Serial - 2= 2= HQ 200 MY, AH2 2 He[g & UX|D StLto| Mot 7| =7

20 =& = UAS
Concurrent - 217} Zf EGiMM HE LIHE0O A&

- —
o] &hAl2 =21me-S &2 ModSecurity Console host2 &' [Iif ALE5H= B4

7. SecDefaultAction "log, auditlog, deny, status:403, phase:2, t:lowercase”

E0| fYEH 7| 2Xo 2 g WHs FO

E0| EF A¥ =0 Chet 7HE ES M ESHHLE CHE SecDefaultActionO| 2| T|Of QK| RCHH X[
XY &l SecDefaultAction?| AN 2

1o o= E0| 0fd RS Uf XISt 28 H7[ 10, 403 AEfAE I 0|Lf|O|X| & EOoiFH EHY
CHA= 2"0|H, 7|28 o 2 [§EXts 5 AFALE HHY Ol 2EE &

83 - nipa 3Hswaz=a;
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6.1 71= 7l 24 X A AAK5/6)

-

8. SecRequestBodyAccess On | Off
Request 2f0f| Al Body F&20f CHet M| o= A & AKX o
= On: RequestBody =2 AlE
= Off : RequestBody 2 A|=E K| % Z
O] X|AIXt= Request afOIA{2] POST_PAYLOAD ZAAtE I 2
POSTa 2 ZE{ESI7| QIS = phase:22t REQUESET_BODY B==/2#|0|M, 37tX|7t 2 &
T8 E[0OFRF M2|7t “ts

9. SecReponseBodyAccess On | Off
Response %0l A Body £&20 CHTE X 2[E O{EA & AKX 74
=  On : ResponseBody © A= (ALt MIME EFa} X[SHOFTH By
= Off : ResponseBody HZA| = SIX| &S
O X|A|At= html SEE ZASHZ| 25 st
"phase:4"2| X|2| ttA 2L RESPONSE_BODY H==/2#|0|M, 37tX|7F AHE|O] UX| o™

response bodyE AAtS = gl&

Caé 224 - nipa Fsweigzax;
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Open Source Web Application Firewall

10. SecResponseBodyLimit
ModSecurity?} Response Body 37| 2 &t&tet = Q= 22| X 37| 87
= SecRequestBodyLimit 524228 O| Zt= EO0{7IH M= 500 L{F M 2F HA[X[ZF HA|

11. SecReponseBodyMimeType mime/type
Response {0 A Body 22 HIHE Y MIME Ef g &7
= SecResponseBodyMimeType text/plain text/html // 7| 2%f Mime Et2 S22 F7}

12. SecReponseBodyMimeTypesClear
ResponseBody2| HI{ & 2|3l Mime Et® 2| 55 X|2H, HZ0| ?/X|
= SecResponseBodyMimeType

6. 204 modsecurity

s

(B2 . 85 - nipa saswerz=ai;
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o 52715 B % 28 AIAI(1/6)

ModSecurity X-& =9l

# curl --head 192.168.56.101

[root@centos logsl# curl --head 192.165.5¢6
HTTP/1.1 483 Forbidden
Nate: Mon 15 NOct 20718 A5-52-51 GMT

Server: Apache/2.4.35 (Unix) _
Content-Type: text/html; charset=1s50-8859-1

# vi /app/web/apache24/conf/modsecurity-crs/modsecurity_crs_10_setup.conf
SecServerSignature "modsecurity_test” 37}

SecRuleEngine On

SecAuditEngine On

SecAuditLog /fapp/web/apache24/logs/modsec_audit.log
SechAuditlLogParts ABCFHZ

SecDataDir /tmp

SecServerSignature "modsecurity test"

_otmHA| WIS
# curl --head 192.168.56.101 (Apache 7} Otl modsecurity_test 7t &= | H HAh

[root@centos binl# curl --head 192.162.5€
HTTP/1.1 482 Forbidden

Naoto:- Mon 15 Nct 20182 AR:-05:39 GMT

server: modsecurity test
LONTent- 1ype: text/ntmL; charset=1so0-8859-1

CB; 6 - nipa ssweg=ai;
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6.2 7|5 M2 U &2 oa|(2/6) :
e

« ModSecurity HIAEE $|$t XSS 24 HAE
# curl 'http://192.168.56.101/?q:"><script>a|ert(1)</script>’

[root@centos binl# curl 'http://192.1628.56.181/?g="><script=alert(1)</script>"
p- q P P

<html><body><h1>It works!</hl></body= ,htrrﬂ

L 11 o o [ ]

ModSecurity 7} HAX o2 M25|QCHH 403 Forbidden SEO| HA|
(Apache & A H 0| 2t2[X 0l R’S(XSS-‘-”) ModSecurity 7t Xt

[root@centos binl# curl 'http://192.163.56.181/?g="=<script=alert(1l)</script="
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"=
<html=<head=

<t1tle=403 Forbidden</title=

</head=<body=

<h1=Forbidden</h1=

<p=You don't have permission to access /

on this server.<br /=

== l||I p_:-

</body=</html=>

[ root@centos bin]#
[root@centos binl# |}

@é -27- nipa Fsweigzax;
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« ModSecurity ruleE S%tip 02Xz
M8 2 MHE TY7|S5HH 7|2 HO[X|7} 403 O HIZEE EO[A &

% YA BRE AT

Forbidden

You don't have permission to access / on this server.
% MY 21E 53} OfH £2 S84 Forbidden O LASHEA| 20l

-84ff4642-H--
Message: with code 403 (phase 2). Pattern match "~[\\d.:]+$" at REQUEST_HEADERS:Host. [file "/a
pp/web/apache24/conf/modsecurity-crs/activated _rules/modsecurity crs_21 protocol_anomalies.conf"] [line "g3"]
[1d "960017"] [rev "2"] [msg "Host header 1s a numeric IP address"] [data "192 36.101"] [severity "WARNI
NG"] [ver "OWASP CRS/2.2.9"] [maturity "9"] [accuracy "9"] [tag "OWASP_CRS/PROTOCOL_VIOLATION/IP_HOST"] [tag
"WASCTC/WASC-21"]1 [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [tag "http://technet.microsoft.com/en-us/magazin
e/20085.01.hackerbasher.aspx"]
Apache-Error: [file "apache2_util.c"] [line 271] [level 3] [client 192.168.56.1] ModSecurity: W
ith code 4832 (phase 2). Pattern match "~[\\\\\\\\d.:]+5" at REQUEST HEADERS:Host. [file "/app/web/apachez4/co
nf/modsecurity-crs/activated_rules/modsecuri rs zl_prutucc] anomalies.conf"] [line "g98"] [1d "g968817"] [re
v "2"] [msg "Host header 1s a numeric IP address"] [data "192.163.56.101"] [severity "WARNING"] [ver "OWASP
R$/2.2.9"] [maturity "9*] [accuracy "9"] [tag "OWASP_CRS/PROTOCOL_VIOLATION/IP_HOST"] [tag "WASCTC/WASC 21°T
[tag "OWASP_TOP_18/ a7"] [tag “PII,D 5.18"] [tag "http://technet.microsoft.com/en-us/magazine/2005.01.hackerba
sher.aspx"] [huatname "192 56 '“'“] [uri "sfavicon.ico"] [unique 1d "W8QzZd5vSLUHtESXuwwkXAAAAA4"]
Action: Intercepted (phase z]
Stopwatch: 1539584869757725 1418 (- - -)
Stopwatch2: 1539584869757725 1410; combined=648, pl=561, p2=54, p3=0, p4=0, p5= 5 2, sw=0, 1=8, gc=0
Producer: ModSecurity for Apaches2.9.2 (http://www.modsecurity.org/); OWASP_CRS/2.2.9.
Server: Apaches2.4.35 (Unix)
Engine-Mode: "ENABLED"

@é -28 - nipa Fsweigzax;
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« ModSecurity ruleE &%t ip 02X 2| 478
HE D= 202 SIS 2™ “D 960017 2!
S ID= MHH Q2 modsecurity 2HUAM HAAAHA & = JUS

( IFYH : modsecurity_crs_21_protocol_anomalies.conf , ID : 960017 )

--8a4f 14642 -H- -

Message: with code 403 (phase 2). Pattern match "~[3\d.:]+%" at REQUEST HEADERS:Host. [file "/a

pp/web/apache24/conf/modsecurity-crs/activated_rules/modsecurity_crs_21 _protocoel_anomalies.conf"] [line "98"]
[1d "968017"]1 [rev "2"] [msg "Host header is a numeric IP address"] [data "192.168.56.101"] [severity "WARNI

MNG"] [ver "OWASP_CRS/2.2. g ] [maturltv mgn ] [accuracy mgn] [tag "OWASP_CRS/PROTOCOL_VIOLATION/IP_| HUBT”] [tag

"WASCTC/WASC-21"] [tag "OWASP_TOP_1@/A7"] [tag "PCI/6.5.18"] [tag "http://technet.microsoft.com/en-us/magazin

e/2005.01.hackerbasher.aspx"]

Apache-Error: [file “apachez util.c"] [1ine 271] [level 2] [client 192.168.56.1] ModSecurity: W

i1th code 483 (phase 2). wWAWhZd.:]+%" at REQUEST HEADERS:Host. [file "/app/websapache24/co

nffmndsecurity—crsfactiuated_rulea,mudaecurlt crs_21 protocol_anomalies.conf"] [line "92"] [id "960017"] [re

v "2"] [msg "Host header is a numeric IP address"] [data "192 56.181"] [Heverltv “HﬂRNING“] [ver "OWASP_C

RG/2.2.9"] [maturity "9"] [accuracv "g"] [tag "OWASP_CRS/PROTOC CTC/WASC-21"]
[tag "OWASP_TOP_180/ A7 ] [tag "PCI/6.5.18"] [tag "http://technet.microsoft.com/en- UH,maga 1ne;zDDE 81.hackerba
sher.aspx"] [hoatname "192 Lfi 56 L}L“] [uri "sfavicon.ico"] [unique 1d "W3QzZd5vSLuHtESXuwwkXAAAAA4"]
Action: Intercepted [phaae 2)

Stopwatch: 153 1418 (- - -)

Stopwatch2: 15 4“5“*“ ?z‘ 1410; combined=640, pl=561, p2=54, p3=0, p4=0,

Producer: ModSecurity for Apaches2.9.2 (http://www.modsecurity.org/); OWASP_

Server: Apache/2.4.35 (Unix)

Engine-Mode: "ENABLED"

(B2 899 - nipa saswew=ai;
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ModSecurity ruleE S°2t 0f| 2| X 2|
- (Bl0|EB|AE) BOE E3| &0l 3 D YA

# Vi /app/nveb/apache24/conf/modsecurity-crs/activated rules/modsecurity crs 21_protocol_anomalies.conf

SecRuleRemoveById 960017

" SecRuleRemoveByld 960017 “

- OItX| R 7|5 = 127.0.0.1 == M3 (BI0|EE|AE M)

It works!

(B2 - 850 - nipa saswerz=ai;
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° IEI- A‘" 2".9.
13p LHEOIM XEEl base_rules ECE SQISEH 7 2!
0|Z =9 modsecurity_as 41_sql injection attacksconf 22 Z0l= SQL Injection S22 Ktttk
(DBO1| Chek 2K, =71, SEA| = S KIHEh

:
RS IR s WRoieTe) [1 modsecurity_35_bad_robots.data 2014-03-06 2%, DATA Ity 2KE
$ OR 1% | ] modsecurity_35_scanners.data 2014-03-06 2= DATA It KB
: :xnff{""“‘“”“ [] modsecurity_40_generic_attacks.data 2014-03-06 2=.. DATA Ity AKEB
# DROP/*comment*/sampletable [ ] modsecurity_50_outbound data 2014-03-06 25 DATA TE 3KB
# DR/**/OP/*bypasa blacklisting*/sampletable : . P = o L
4 SELECT/*avoid-spaces*/password/s*/FROM/**/Membera [ ] modsecurity_50_outbound_malware data 014-03-06 25 .. DATA OHE JEKB
# SELECT /*!32302 1/0, */ 1 FROM tablename 1 . Lt AA-NE-0E o= AMF Ohe e
' modsecurity_crs_20_protocol_violations....  2014-03-06 2% CONF opE 23KB
# ‘or 1=i# |-| Ty crs_20_pr - .
$# % or 1=1-- - [] modsecurity_crs_21_protocol_anomalies...  2014-03-06 25 COMNF ot TKE
$ ' or l=1/~ i - P AP AN N = E mhe A
§0 or 1w N0 [ | modsecurity_crs_23_request limits.conf 2014-03-06 2§ CONF OH 4KB
#1=110 oxr—- - [ modsecurity_crs_30_http_policy cond 2014-03-06 25 CONF Ot TKB
$ ' /*1500000z*/1="'1 o
£ /etors/1='1 [ modsecurity_crs_35_bad_robots.cont 2014-03-06 2%... CONF OH GKE
: :::-iftif’_:ff??Sffiff-/hble‘"mtw// | modsecurity crs 40 generic attacks.conf 20140306 2% CONF Oh& 20KB
$ [ modsecurity_crs_41_sql_injection_attack... 201403-06 25 CONF Or 43KB
SecRule REQUEST COOKIES|!REQUEST COOKIES:/  utm/|REQUEST COOKIES_ NAMES |ARGE § R —
= = — = = |_| modsecurity_crs_41_xss_attacks.conf 25 CONFOZ G5KB
. [ modsecurity_crs_a2_tight_security. cont 25 CONF OH 2KB
# -=[ SQL Hex Evasion Methods |=- D mgdsecurity_crs_45_trojans.conf 240306 2% CONF OH 4KB
i — . 1A-N3I_NGE D= ' F IIb= 3
SecRule REQUEST_COOKIES|!REQUEST_COOKIES:/_ utm/|REQUEST_COOKIES_NAMES|ARGS U modsecurity_crs_47_common_exception...  2014-03-06 2. CONF IS KE
[ ] modsecurity_crs_48 local_exceptions.co.. 2014-03-06 2=  EXAMPLE Tr'Y 3KB
N [ ] modsecurity_crs_49_inbound_blocking.c... 2014-03-06 2= COMF Ihg 2KB
: -=[ String Termination/Statement Ending Injection Testing ]=- I_-] F‘I1EKjStECUFitH’_EF&_SU_DUTbDLIHd.{Dl'lf 2014-03-06 2= CONF Dp 2IKE
# Idenvifies common initial SQLi probing requests where attackers inserc/ap | -| modsecurity_crs_59_outbound_blocking.... 014-03-06 2% COMF DhE 2KB
£ te ch ters to th t normal vicad ¢ ee how the /db ] x . . P — e L -
H D A A TR R L RO PR RN NS0 s =% [ modsecurity_crs_60_corelation.conf 2014-03-06 25 CONF OH 3KB
SecRule REQUEST_COOKIES|!REQUEST COOKIES:/__ utm/|REQUEST_COORIES_NAMES | ARGS
J
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OfmtX| 2.0 2fo|MAZF 2AQT7IQ?

Q Apache Software Foundation(ASF)0f| 2|3 A BtS0{X|= AZEQ|0{0] & =License &L

CH ASFOA] RHEO0{X|= AZEQ 0= 25 S74SW Apache License V2.00| H-E&lLICE,
AATEO CHSH AL HIE2 XSSt YoM, =8 T2 0| O AATEQ| JIHE

QTSHX| g47| W20 &ESWO| FHT AL 0| Z7hs gL Tt

ModSecurity 2| &E0| £a0l7tR?

rlo

ModSecurity 2=2 91Xl 7t 22| &M U2H, & MH| 29| =
MOz AtEhe = U= & Yt YL Cf. OfLtX| & *151 = 2k OFL|E} Nginx,
OFO|AZAZE IS 5 Chet & MH 0= 2‘%0| 7t LY.

-32- nipa aswegza;
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M
=

oR

WAF

Apache Httpd

CentOS

CLI

OWASP

CRS

Web Application Firewall, WAF (& 23}H)

Apache X EHO|M Bt= B MBI ZEM 22l O] 0| apache httpdO|7| I{Z0f|
TF= O 2 apache, httpdetd £ 27|k 5t0H, 220 A= httpd 2t 2

The Community Enterprise Operating System

Command Line Interface (7| 2EZ HEHOE Q2= HAl

The Open Web Application Security Project L EAA # OfE2|H|0|M £t
J_LEx‘” E

£ = BX| & : OWASP ModSecurity Core Rule Set - £ =
Commercial Rules from Trustwave SpiderLabs — &

kR nipa 3Hswaz=a;
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